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Definitions & cautionary note
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http://www.shell.com/investor
http://www.sec.gov/
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6 ways employees can help to avoid phishing attacks KNOW THE COMMON 
TYPES OF ATTACKS

SPEAR PHISHING

VISHING

SMISHING

WHALING

Use company 
approved ways only 
for sharing 
information

Do not use company 
username and 
password to register 
to public websites, 
apps or social media

Avoid sharing your 
electronic identity on 
social media or via e-
mail

Don’t provide more 
information than 
necessary while 
writing out-of-office 
messages

Educate yourself on 
phishing via Workday 
and LinkedIn courses

Report suspicious emails 
to your company’s IT 
department

Remember! Phishing Awareness is a good start, but it is vital to make 
Phishing Reporting a habit. 
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Managing cyber risk in JVs
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Approach to keep 
the company safe

Agenda
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Evolving Cyber 
Threat Landscape 
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Enterprise Wide 
Effort
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Changing threat landscape

EXPANDING
ATTACK SURFACE

CLOUD

MOBILE

SAAS
IOT

RETAIL

ICS

Spear Phishing

Targeted malware and ransomware

Nation State Actors

Malicious Insiders

Organised Crime

Vulnerability exploits

INCREASING
THREAT SOPHISTICATION

Supply Chain Attacks
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Enterprise Impact 
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Tesla Data Theft Case Illustrates 

the Danger of the Insider Threat

link

https://edition.cnn.com/2021/12/15/tech/log4j-vulnerability/index.html
https://www.bbc.com/news/technology-52982427
https://www.newyorker.com/news/daily-comment/after-the-solarwinds-hack-we-have-no-idea-what-cyber-dangers-we-face
https://www.nytimes.com/2019/01/21/technology/google-europe-gdpr-fine.html
https://www.bloomberg.com/news/articles/2019-08-05/marriott-shares-fall-after-hit-from-cyber-fine-crimps-earnings
https://www.computerweekly.com/news/252495983/Data-of-thousands-of-Dutch-citizens-leaked-from-government-Covid-19-systems
https://www.mortgagebusiness.com.au/breaking-news/13224-landmark-white-ceo-resigns-following-data-breach
https://www.reuters.com/article/us-cyber-cwt-ransom-idUSKCN24W25W
https://digitalguardian.com/blog/tesla-data-theft-case-illustrates-danger-insider-threat
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Cyber Threats Recent Examples 
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Colonial PipelineExchange Server Codecov FortinetPrintNightmare Log4j
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Strategic Imperatives to manage the cyber landscape
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Next 
Generation 

IRM

Cyber
ResilienceEvolving cyber threat landscape

IT supply chain and 3rd party risks

Reliance on legacy cyber access models

Risks related to evolving business models

Geopolitical and national legal and regulatory pressure

Risks in industrial control systems 

Identity 
is key

Supply 
Chain, 3rd 
Parties & 
JV-NOVs

Strengthen 
PCD

Strategic imperativesSystemic Risks

Zero 
Trust 

Unless

Data 
Protection

Brilliant 
Basics
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The NIST Framework is an industry standard framework to manage cybersecurity 
risk. It consists of 5 functions and is based on a ‘bow-tie’ model

October 2022 10

IDENTIFY
ID.AM ID.BE ID.GV ID.RA ID.RM ID.SC

PROTECT

DETECT

RESPOND

RECOVER

PR.AC PR.AT PR.DS PR.IP PR.MA PR.PT

DE.AE DE.CM DE.DP

RS.RP RS.CO RS.AN RS.MI RS.IM

RC.RP RC.IM RC.CO

Downstream BIRM NOV
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Fit-for-purpose cybersecurity services are offered
With the aim to protect business value the focus is on key services with strategic intent

CISO Bootcamp
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Custom

Target Cyber Maturity and Roadmap

Open-Source Intelligence (OSINT Scan)

Phishing Campaign Service 

Breach Assessment

Penetration Testing

Cyber Security Maturity Assessment

Cyber Threat Advisory Reports F

Think Secure F

NOV Cybersecurity Forum F

IT Control Framework AssessmentSt
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g
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Senior Management Awareness Workshop

CISO Bootcamp

Downstream BIRM NOV
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Conversations you can have in your business
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leadership
security culture

cyber
foundations 

detect, investigate 
recover

incident

secure 
vendors

mission critical 
systems are 
secure

supply-
chain ?
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